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This presentation and comments represent our personal views and do not necessarily reflect 
the views of the Federal Reserve Bank of Atlanta or the Federal Reserve System. 
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Discussion Points

• Underwriting and Structure
– I/O and minimal amortization schedules
– Covenants

• Minimal use (even if less is more)
• Excessive headroom

– Secondary Sources of repayment
• Collateral

– Trend towards less being obtained
• Guarantors

– Increased cases of limited guarantees
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Discussion Points

• Current Market Conditions
– Economic growth, population, interest rates, 

trade & tariffs
• Impact on PSOR – DSCRs
• Impact of SSOR – Collateral values
• What is Impact on Banks’ customers’ customers

– Segmentation and Concentrations
• Sufficient segmentation to understand correlations 

in changing environment  
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Discussion Points

• CRE Concentrations
– Concentrations have stabilized
– Risk management practices have improved

• Less impact on AQ CAMELS component rating 
and fewer supervisory findings

• Examiners continue to be demanding of RM 
practices for institutions with high concentrations
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Deposit Interest Rate Trends
All Interest-Bearing Deposit Products*
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Deposit Beta by Rate Change
All Interest-Bearing Deposit Products
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Highly Liquid Assets & Wholesale Funding Trend
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Yield Curve
Does yield curve inversion signal recession ahead?
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Key Takeaways
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Transition away from LIBOR
Background
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Transition away from LIBOR
What can firms be doing now?
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• Vice Chair of Supervision Quarles has publicly stated that firms need to 
be more proactive in preparing for the transition away from LIBOR

• Firms should take steps to prepare for transition to alternative reference 
rates, including:
– Identifying current financial exposure to LIBOR across all products, 

particularly those with maturities beyond 2021;
– Reviewing contract language for these instruments to ensure 

understanding of fallback provisions in the event that LIBOR becomes 
unavailable;

– Considering an appropriate communication strategy with various 
counterparties; and

– Ensuring that newly originated contracts are tied to suitably robust 
reference rates and/or contain clear fallback language
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Electronic Banking
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Cybercrime is a well-funded, organized business with 
sophisticated technology.  It is driven by a powerful 
combination of actors ranging from organized crime, nation 
states, and decentralized cyber gangs. They executed recent 
massive credit card and identity data breaches, using this 
data to profit from all types of fraud—card not present, 
account takeover, and new account creation–across all 
businesses across all regions.

Cybercrime & Payments
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Trends
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Payments Cybercrime

ACH & Wire Transfers
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 Deception via DDoS
 Spam
 Phishing attempts
 Spoofed web pages
 Popup ads and 

warnings
 Malware (Trojans, 

worms, etc.)
 Theft (laptops, thumb 

drives, etc.)
 Email attachments
 Downloads
 Social mediums 

How do Cyber Criminals Gain Access
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Whether they come from email, the web, social media, or 
mobile apps, today’s cyber attacks have one thing in 
common—they all target people.
Cyber criminals have shifted tactics. Rather than relying 
solely on technical exploits, today’s attacks fool humans 
into becoming unwitting accomplices, infecting systems, 
stealing credentials, and transferring funds.
Email threats continue to plague organizations around the 
world, but when thinking about your defense, it’s critical not 
to focus on malware alone. It’s phishing that actually makes 
up the majority of threats targeting both organizations and 
consumers.

People the Weak Link
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War Stories
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Specific Practices to Mitigate Risks

 To mitigate some of the risk of fraudulent transactions, bank management 
should consider the following risk management practices: 

 Assess risks and implement technologies that address current threats (many 
strong authentication technologies have been compromised) 

 Deploy robust, multi-factor authentication; 
 Use out-of band authentication methods (i.e., call backs, text messages) to 

documented contacts; 
 Implement layered security (defense-in-depth) for high-risk transactions; 
 Ensure centralized fraud detection systems facilitate monitoring across 

payment channels (i.e., ACH transactions, wire transfers, cards, checks, ATM 
transactions); 

 Review security provisions in customer agreements (agreement alone may 
not alleviate bank from liability); 

 Implement procedures for monitoring new and existing accounts (for new 
accounts, monitor for ACH credits “money mule activity”); 
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Specific Practices to Mitigate Risks
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Specific Practices to Mitigate Risks
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Agenda
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Cybersecurity
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Cybersecurity
Exam Focus Areas
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Vendor Management

9/17/2019 37



Vendor Management
Exam Focus Areas
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IT Evolution - Cloud
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IT Evolution - FinTech
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This document is a communication vehicle 
and does not constitute official accounting or 

supervisory policy. Refer to applicable 
system policy and U.S. GAAP guidance for 

more specific information.  The views 
expressed in this document are those of the 
author(s) and do not necessarily reflect the 

views of the Federal Reserve Bank of 
Atlanta, the Federal Reserve Board of 

Governors, or the Federal Reserve System. 
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Current Expected Credit Losses (CECL)
Some of the many stakeholders

External
Auditors

Financial
Institutions

AICPA

Ask The
Fed

Industry
ConferencesCore Loan

System
Providers

Trade
Groups

Congress

Examiners

Data
Providers

Consultants

FRS

FDIC

OCC

NCUA

CSBS

CECL

FASB

Standard Setting
– Recent amendments
– FASB Staff Q&As

Interagency Coordination
– FAQs and other publications
– Interagency Policy Statement 

on the allowance for credit 
losses (ACL)

– Regulatory Capital Phase-in
– Capital Stress testing
– Reporting

Outreach
– Addressing implementation 

practices and issues
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• ACL – Allowance for Credit Losses
• AICPA – American Institute of Certified Public 

Accountants
• CECL – Current Expected Credit Losses Methodology
• CSBS – Conference of State Bank Supervisors
• FASB – Financial Accounting Standards Board
• FAQ – Frequently Asked Questions
• FDIC – Federal Deposit Insurance Corporation
• FRS – Federal Reserve System
• NCUA – National Credit Union Administration
• OCC – Office of the Comptroller of the Currency
• PCAOB – Public Company Accounting Oversight Board
• Q&A – Questions and Answers
• SEC – U.S. Securities and Exchange Commission

Acronyms
Acronyms used in this presentation
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