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CONNECTION INFORMATION

Webinar Link: 
https://www.webcaster4.com/Webcast/Page/577/32332

Choose to listen with your PC speakers.
– If you are having trouble hearing through your 

speakers
• Call-in Number: 888-625-5230
• Participant Code: 7812 8773#

Ask a Question: 
– Click the “Ask Question” button in the webinar 

tool
– Email rapid@stls.frb.org
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https://www.webcaster4.com/Webcast/Page/577/32332
mailto:rapid@stls.frb.org


WEBINAR PARTICIPANTS
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King
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Lott

Jessica 
Washington



Detect and identify; assist and encourage…
- Identify: What?  

– Risk - in existing and emerging retail payments.  
 Help how? Contribute to mitigating 

payment risks by:
– Researching products, services, and systems; 
– Collaborating with industry
– Convening

Take On Payments weekly blog
 http://takeonpayments.frbatlanta.org 4

FORUM’S MISSION

4

http://takeonpayments.frbatlanta.org/


FRAUD – ARE THE CRIMINALS WINNING?

Data 
Breaches

Ransomware

Synthetic ID

Business 
Email 

Compromise
ATM Attacks

Advance 
Payment 
Scams

Account 
Takeover
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2018 End of Year Data Breach Report 
© IDENTITY THEFT RESOURCE CENTER 2019  |  IDTHEFTCENTER.ORG
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Payments Fraud Insights: Detecting Synthetic Identity Fraud in the U.S. Payment System  |  © 2019 Federal Reserve Banks. 
Materials are not to be used without consent.
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NEW FRAUD FIGHTING TOOLS EMERGING
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CH-CH-CH-CHANGES IN RETAIL PAYMENTS 
AND SHOPPING
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• Mobile retail sales continue to grow

RETAIL SALES GOING MOBILE

$0.00

$1.00

$2.00

$3.00

$4.00

$5.00

$6.00

$7.00

$8.00

$9.00

$10.00

2013 2014 2015 2016 2017 2018 2019

Black Friday Cyber MondaySource: Adobe, 2019

Bi
llio

ns

Online Retail Sales – U.S. (2013 – 2019)

10



• Eight FRS districts participated
• https://www.bostonfed.org/publications-and-

data.aspx#/

MOBILE BANKING/PAYMENTS STUDY
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https://www.bostonfed.org/publications-and-data.aspx#/


• FedNow

• Same-Day ACH

• RTP

• Card Networks

• U.S. Faster Payments 

Council

• P2Ps 

• Gig economy 
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Household income for adult children of low-
income parents
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PAYMENTS M&A DEALS DOMINATE FINTECH M&A

14



M&A ACTIVITY 2017 - 2019
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THE EVOLUTION TOWARDS AI
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1950s – 1970s

Neural
Networks

• Fraud detection 
based on pattern 
recognition

• Credit scoring
• Text to speech

1980s – 2010s

Machine
Learning

• Image / Speech 
recognition

• Medical diagnosis
• Financial services 

(scoring, 
spending)

Current

Deep
Learning

• Language 
translations

• Driverless 
vehicles

• Facial 
recognition

• The most hyped marketing term used in the technology section
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AI COMPONENTS AND RISKS
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Data
• Data Breach / Exfiltration
• Inaccurate
• Improper Usage
• Storage

Algorithm
• Bias
• Illegal / Unethical Purpose
• Compliance Validation

Processing 
Power

• Business 
Continuity
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FAANGS BITE INTO PAYMENTS & BANKING
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MORE THAN BITING, PERHAPS?

Source: CB Insights
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WASHINGTON & THE COURTS TAKE NOTICE 
OF PAYMENT-RELATED ISSUES 
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• Patchwork of federal and state laws, often sector-specific that 
regulate the collection and use of personal information

• Proposals from Obama and Trump White House have gained 
little traction from Congress

PRIVACY & DATA RIGHTS GAINING ATTENTION
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Federal Reserve Triennial Payments Survey

Diary of Consumer Payment Choice

2019 Mobile Banking / Payments Survey

Retail Payments Risk Forum

RESOURCES
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https://www.frbatlanta.org/rprf/publications/fr-payments-study
https://www.frbatlanta.org/banking-and-payments/consumer-payments/diary-of-consumer-payment-choice
https://www.bostonfed.org/payment-studies-and-strategies.aspx
https://www.frbatlanta.org/rprf.aspx


Doug King 
Dave Lott
Jessica Washington

Federal Reserve Bank of Atlanta
Retail Payments Risk Forum

http://takeonpayments.frbatlanta.org

THANK YOU

mailto:Douglas.A.King%20@atl.frb.org
mailto:david.lott@atl.frb.org
mailto:Jessica.J.Washington@atl.frb.org
http://takeonpayments.frbatlanta.org/
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