2019 Payments in Review

Talk About Payments Webinar
December 19,2019 '

Retail Payments Risk Forum
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CONNECTION INFORMATION

» Webinar Link:
https://www.webcaster4.com/Webcast/Paqe/577/32332

Choose to listen with your PC speakers.

— If you are having trouble hearing through your
speakers

» Call-in Number: 888-625-5230
» Participant Code: 7812 8773#

» Ask a Question:

— Click the “Ask Question” button in the webinar
tool

— Emall rapid@stls.frb.org
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FORUM’S MISSION

Detect and identify; assist and encourage...

> - |dentify: What?
— Risk - in existing and emerging retail payments.
» Help how? Contribute to mitigating
payment risks by:
— Researching products, services, and systems,;
— Collaborating with industry e
— Convening

» Take On Payments weekly blog
= http://takeonpayments.frbatlanta.org
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http://takeonpayments.frbatlanta.org/

FRAUD — ARE THE CRIMINALS WINNING?

Data
Breaches

7 ™~

Account
SO
Synthetic ID

Advance °
Payment
Scams
Business
ATM Attacks Emaill

S Compromise
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2018 BREACHES BY TYPE

m Accidental Exposure
m Data on the Move

m Employee Error/Negligence/Improper
Disposal/Lost

m Hacking

m Insider Theft

Physical Theft |

4% |
3%

m Unauthorized Access

2018 End of Year Data Breach Report
© IDENTITY THEFT RESOURCE CENTER 2019 | IDTHEFTCENTER.ORG



Synthetic identity fraud is the

SYNTHETIC | 85%-95%

in the United States.! of applicants

I D E N TI | | F RA U D identified as potential
synthetic identities are
- /\/V not flagged by

INDUSTRY
ESTIMATES | E |

Between 2017 and 2018, G

the volume of PII T 4P
data exposed in data breaches T | T ﬂ

=P L \ILLION
446 million ﬁ CH | I_DREN

records exposed.’
were victims of identity fraud in 2017.4

Synthetic identity fraud
cost LS. lenders $1 5 ooo
U 1
. O
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@ $6 BI LLI o N average charge-off balance
per instance of synthetic

. in2016.* identity fraud in 2016.%

- - — *
= L
20% —
of eredit losses were attributed to @

synthetic identity fraud in 2016.°

Payments Fraud Insights: Detecting Synthetic Identity Fraud in the U.S. Payment System | © 2019 Federal Reserve Banks.

Materials are not to be used without consent.
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NEW FRAUD FIGHTING TOOLS EMERGING




CH-CH-CH-CHANGES IN RETAIL PAYMENTS
AND SHOPPING

Is consumer behavior changing?

Adoption of 21%! c. methods Consumer behaviorin 2018
Consumers with a nonbank - 56% of consumers adopted mobile
payment account 2018

banking
10.5%
« 35% of consumers paid using a

mobile device—compared to 25%
in 2015

« 8% of consumer did not make a
< payment with cash in the 12 months
ended in October 2018—even once

.

205 2016 207 2018

Venmao adoption, shares of consumers
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RETAIL SALES GOING MOBILE

 Mobile retail sales continue to grow

Online Retail Sales — U.S. (2013 - 2019)
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MOBILE BANKING/PAYMENTS STUDY

e Eight FRS districts participated

e https://www.bostonfed.org/publications-and-
data.aspx#/

Mobile Services Offered by AssetSize
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https://www.bostonfed.org/publications-and-data.aspx#/
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Faster Payments

 FedNow

« Same-Day ACH

e RTP

e Card Networks

 U.S. Faster Payments
Councill

* P2Ps

e Gig economy



Household income for adult children of low- %@ gﬁg@%
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PAYMENTS M&A DEALS DOMINATE FINTECH M&A
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M&A ACTIVITY 2017 - 2019
M&A Activity
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THE EVOLUTION TOWARDS Al

 The most hyped marketing term used in the technology section

1950s — 19705 1980s — 2010s Current
« Fraud detection * Image / Speech « Language
based on pattern recognition translations
recognition * Medical diagnosis « Driverless
« Credit scoring * Financial services vehicles
« Text to speech (scoring, « Facial
spending) recognition

=== FEDERAL
©CQ piservE

16 FEE BANK

T of ATLANTA




Al COMPONENTS AND RISKS

Data Breach / Exfiltration
Inaccurate

Improper Usage

Storage

» Bias

A|g0rithm e lllegal / Unethicgl P_urpose

» Compliance Validation

Processing BT
Power Continuity




FAANGS BITE INTO PAYMENTS & BANKING
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MORE THAN BITING, PERHAPS?

== All the ways Amazon is unbundling the bank

amazoncom amazonpPrime amazon

STORE G e
VISA Credit Builder Store Cards

amazonorocct
Mazon;

amazon pay

business prime
p—

B B = & o

Checking Credit Line of Prepaid Car Buying Mortgage & Insurance
pay Accounts Cards credit/Loans & Loans Home Equity

Findsa Chase-AIM or brafieh.near yed
BT N
cash CHASE /or BUSM(ESS

a!@;on.m

Business lending

Business checking Business credit cards

amazon

PayCode

reldad
& CBINSIGHTS N7

amazon cnding  amazonrecardable smm
~ ‘,, : "] -

Source: CB Insights
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WASHINGTON & THE COURTS TAKE NOTICE
OF PAYMENT-RELATED ISSUES

~libra

AB American Banker

Visa, Mastercard draw FTC inquiry over debit card
transactions

Visa and Mastercard are once again in the crosshairs of U.S. antitrust

regulators over policies that can prohibit merchants from routing card ...

3 weeks ago

K slate Magazine

Congress Is Finally Tackling Privacy! Now Let's Do
Cybersecurity.

Congress is focused on passing a national privacy law, allowing individuals
to access, comect, and request deletion of their personal ...

1 day ago
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The OCC Fintech Charter Is Down, but Maybe Not Out
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PRIVACY & DATA RIGHTS GAINING ATTENTION

e Patchwork of federal and state laws, often sector-specific that
regulate the collection and use of personal information

 Proposals from Obama and Trump White House have gained
little traction from Congress
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RESOURCES

Federal Reserve Triennial Payments Survey

Diary of Consumer Payment Choice

2019 Mobile Banking / Payments Survey

Retail Payments Risk Forum
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https://www.frbatlanta.org/rprf/publications/fr-payments-study
https://www.frbatlanta.org/banking-and-payments/consumer-payments/diary-of-consumer-payment-choice
https://www.bostonfed.org/payment-studies-and-strategies.aspx
https://www.frbatlanta.org/rprf.aspx

THANK YOU



mailto:Douglas.A.King%20@atl.frb.org
mailto:david.lott@atl.frb.org
mailto:Jessica.J.Washington@atl.frb.org
http://takeonpayments.frbatlanta.org/

	Slide Number 1
	CONNECTION INFORMATION
	WEBINAR PARTICIPANTS
	Detect and identify; assist and encourage…
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Household income for adult children of low-income parents
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23

